Privacy Impact Assessment

Name of System:
Retail Sales Solution (acronym RSS or RS2).  Previously referred to as eBusiness Solution Project 2 (eSP2)
Purpose of the System:

The purpose of this integrated systems solution is to support the United States Mint’s multi-million dollar numismatic business.  The system contains a full suite of applications that perform retail order management, fulfillment, customer service, online catalog, and other ancillary functions in an effort to provide the general public with United States Mint products and services in a cost effective and efficient manner.
System of Record Number(s), if applicable at this time:

A. Contact Information:  (Provide name, title, and organization.)
1. Who is the person(s) completing this document?  

Jay Mahanand, RS2 COTR/Deputy OCIO, Office of the Chief Information Officer
Mai Parker, RS2 COTR (back up), Office of the Chief Information Officer

2. Who is the system developer/analyst?  
The system was developed by a compilation of project contractors and subcontractors from the services of Accenture and IBM as well as staff from the Office of the Chief Information Office.
3. Who is the system owner/manager?

Gloria Eskridge, Associate Director for Sales and Marketing (SAM) is the Designated Accrediting Authority (DAA)
4. Who is the Information Systems Security Manager who reviewed this document?

Patrick Cobb, Chief, Plans and Analysis Division, Office of Information Security
5. Who is the Records Management Officer who reviewed this document?

Yvonne Pollard, Records Management Officer, Office of Information

 Security/Records Management Division
6. Who is the Bureau Privacy Act Officer who reviewed this document?

Kathleen Saunders-Mitchell, Disclosure Officer, Office of Information Security/Records Management Division
B. System Application/General Information:
1. Does this system contain any personal information about individuals?

Yes, this system does contain personal information about individuals (consumer/public) who purchases products and services from the United States Mint.
2. What legal authority authorizes the purchase or development of this system/application?  (List statutory provisions or Executive Orders that authorize the maintenance of this information to meet an official program mission/goal.)
31 U.S.C. § 5132 (a)(1).
3. For new systems, how is privacy addressed in documentation related to system development; including statement of need, functional requirements analysis, alternatives analysis, feasibility analysis, benefits/cost analysis, and especially the initial risk assessment?

Privacy has been addressed as a requirement throughout the acquisition process for the Retail Sales Solution.  It was included as a requirement in the Statement of Objectives that was distributed to prospective offerors in April 2003 and January 2004.  Further, vendors responsible for developing, modifying, and/or maintaining the system were required to be in compliance with the Privacy Act of 1974, Treasury Directive (TD-87-05) Electronic Commerce Initiatives, United States Mint’s Privacy Policy, and other federal regulations which include privacy measures.
As RS2 is not considered a new system, but a major modification of the original eSP system; the following is an excerpt from the eSP risk assessment dealing data.  This information was used to evaluate what the data sensitivity is for RS2. 
The eSP system processes and transmits unclassified sensitive data, which requires protection for confidentiality, integrity, and availability.  Sensitive data consists of mission essential information; financial and budgetary information including that covered by the Trade Secrets Act; personal information pertaining to customers and organizations protected by the Privacy Act of 1974 and/or exempt under the FOIA; procurement-sensitive information; customer financial information; and security-related information.
The data includes document files and tables, databases, web pages, and program applications.

	Data Classification

	Rating
	Data Type

	
	For Official Use Only information

	(
	Proprietary Business Information not releasable under the FOIA or other laws.

	(
	Personal Data (Privacy Act of 1974)

	
	Critical Safety or Life Support Information

	(
	Financial Transactions

	(
	Information Available in the Public Domain


C. Data in the System:
1. What categories of individuals are covered in the system? (e.g., employees, contractors, the public, etc.)
Primarily, the system maintains information related to the consumer/public that purchases products and services from the United States Mint.
2. What are the sources of the information in the system?

Primarily, the system collects and maintains order related information from the consumer/public that purchases products and services from the United States Mint.
2a.  Is the source of the information collected directly from the individual or is it taken from another source?  If not directly from the individual, then what other sources?

The source of the information is collected directly from the individual(s).
2b.  What Federal agencies are providing data for use in the system?

The United States Mint has an interagency agreement with Financial Management Services (FMS) to provide a vendor that performs mail order processing functions.  As part of the agreement, Citi Group (previous vendor Mellon Bank) performs the data entry of customer and order information for the United States Mint’s mail order forms as well as lock box functions.
2c.  What State and/or local agencies are providing data for use in the system?

No state and/or local agencies are providing data for use in the RS2 system.
2d.  From what other third party sources will data be collected?

The four primary sources where data is collected as part of or external to the Retail Sales Solution are: Online Catalog, PFSWeb Call Center, Citi Group, referenced above, and the Point of Sale (POS) system.  However, in each case the information is collected directly from the consumer/public.
2e.  What information will be collected from the employee and the public? (e.g., social security numbers, addresses, telephone numbers, badge numbers, user identifiers, credit card numbers, etc.)
The information that can be collected from the public during the ordering process is as follows: (a) name, (b) address, (c) phone number, (d) email address, (e) credit card number and related information, (f) check information, (g) communication preferences, and (h) order information.
3. Accuracy, Timeliness, and Reliability
3a.  How will data collected from sources other than from bureau records be verified for accuracy?

N/A, data is collected directly from the individual source via, phone, mail and/or website.
3b.  How will data be checked for completeness?

In cases where data is collected via phone, the Customer Service Representatives follow a standard procedure of reviewing and validating the information that is collected during the order taking process.  
In addition, the system does have some previsions for preliminarily validating such information as addresses and credit card numbers.  While the credit card information is confirmed by the credit card processor.
3c.  Is the data current?  How will this be ensured?
The data collected is as current as the public provides.  In cases of addresses there are mechanisms in place to ensure quarterly updates, if they are available, through the use of the National Change of Address (NCOA) services.
3d.  Are the data elements described in detail and document?  If yes, what is the name of the document?

The order management system, CWDirect, is considered the system of record for collecting customer and order information.  The data elements used to capture such information are described functionally in the CWDirect User Documentation and CWDirect Notes v7.0 for a technical description.
4. What opportunities do individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of information (other than required or authorized uses)?
The consumer/public only has to provide required information (name, address, payment method, etc.) in which to place a complete order via any given order channel (e.g., phone, mail or web).  When doing so, it is understood that the provided information is only intended for the purposes of placing an order.  However, it is not required to provide any personal information to visit the United States Mint’s website.  Further, there is a link to the content of the United States Mint’s privacy statement located on the website.
D. Attributes of the Data:
1. Is the use of the data both relevant and necessary to the purpose for which the system is being designed?

Yes, the use of the data is both relevant and necessary to the purpose for which the system has been designed.  Specifically, the system was solely designed to support the retail numismatic business of the United States Mint and the data collected is solely related to the purchasing of products and services from the United States Mint.
2. Will the system derive new data or create previously unavailable data about an individual through segregation from the information collected, and how will this be maintained and filed?

No.  New data regarding an individual would only be provided directly from the individual source.
3. Will the new data be place in the individual’s record?

Only information provided directly from the individual source will be added into the individual’s record.  No new data will be derived from the system or external sources.
4. Can the system make determinations about employees/public that would not be possible without the new data?

No, the system can not make determinations about employees/public that would not be possible without new data.
5. How will the new data be verified for relevance and accuracy?

N/A, no new data will be derived by the system or external sources therefore verification for relevance and accuracy is not applicable.
Any new data collected from the individual source will be verified as explained in section 3, questions 3a, 3b and 3c.
6. Do the records in this system share the same purpose, routine use, and security requirements?

Yes, the records in this system share the same purpose, routine use and security requirements.  All records are collected and maintained in an effort to support the United States Mint’s numismatic retail business.  These records are considered as unclassified sensitive data and therefore share the same security requirements in accordance with federal government regulations.
7. If the data is being consolidated, what controls are in place to protect the data from unauthorized access or use?

All of United States Mint systems are subject to access controls in accordance with Treasury Directive Publication 85-01.  In addition, the United States Mint has an internal policy that is monitored and enforced to ensure that the use of United States Mint networks and information systems shall be limited to those persons with authorized access.  United States Mint Managers and System Administrators enforce access control procedures which include an access approval process, unique UserIDs, user authentication, password management and immediate removal of access for persons whose access privileges have been suspended or revoked due to a change in employment status.
Further, the United States Mint’s Office of Information Security provides detailed guidelines and procedures to support the implementation of security throughout the information system life cycle; educates personnel on best practices and techniques for information security, and the Federal mandates that must be complied with to protect our nation's cyber-assets; and employs security best practices and state-of-the-art technology tools to protect, detect, and react to malicious or unauthorized access of the systems and applications that support the United States Mint's mission. 
8. If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.

Yes.  All of United States Mint’s systems are subject to access controls in accordance with Treasury Directive Publication 85-01.  In addition, the United States Mint has an internal policy that is monitored and enforced to ensure that the use of United States Mint networks and information systems shall be limited to those persons with authorized access.  United States Mint Managers and System Administrators enforce access control procedures which include an access approval process, unique UserIDs, user authentication, password management and immediate removal of access for persons whose access privileges have been suspended or revoked due to a change in employment status.
9. How will the data be retrieved?  Does a personal identifier retrieve the data?  If yes, explain and list the identifiers that will be used to retrieve information on the individual.

Customer data is retrieved based on specific data elements provided by the individual and/or system.  More specifically, a customer and his/her information can be retrieved by searching on key identifiers such as name, address, phone number, order number, etc.  Data can also be retrieved by using a specific system identifier described as a “match code”.  The match code is a system defined identifier based on the position and characters of the customer’s zip code, first name, last name and address.
10. What kinds of reports can be produced on individuals?  What will be the use of these reports?  Who will have access to these reports?

Primarily, reports are generated based on order and sales information rather than customer information.  If reports are produced specifically related to customers, it is generally regarding accounting and/or fraud resolution or sales and marketing functions.  Such reports would be provided to management personnel in the respective areas.
E. Maintenance and Administrative Controls:
1. If the system is operated in more than one site, how will consistent use of the system and data be maintained in all sites?
The systems used as part of the Retail Sales Solution are real time transactional applications.  Those systems that are not fully integrated make use of interfaces that are monitored and reported on by subject matter experts (SMEs).
2. What are the retention periods of the data in this system?

Paper records containing customer order information is maintained in accordance with National Archives and Records Administration, General Records Schedule 6, Item 1a.   Electronic information in the system is being evaluated to establish proper maintenance and disposition of records contained in the system; and will be maintained in a secured environment until approved disposition is identified in accordance with National Archives and Records Administration requirements.  
3. What are the procedures for disposition of the data at the end of the retention period?

The disposition for data contained in the system or reports generated from the system will be maintained and disposed of in accordance with records retention schedules approved by the National Archives and Records Administration.
4. Is the system using technologies in ways not previously employed (e.g., monitoring software, Smart Cards, Caller ID)?

No, the system is not using technologies in ways that were not previously employed.
5. How does the use of this technology affect public/employee privacy?

N/A, the system is not using technologies in ways that were not previously employed.
6. Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.

No, this system will not provide the capability to identify, locate, and monitor individuals.
7. What kinds of information are collected as a function of the monitoring of individuals?

N/A, this system does not perform any monitoring of individuals.
8. What controls will be used to prevent unauthorized monitoring?

N/A, this system does not perform any monitoring of individuals.

9. If the system is web-based, does it use persistent cookies or other tracking devices to identify web visitors?
The United States Mint no longer permits the use of cookies other than for maintaining an individual session.  More specifically, the published privacy policy on the United States Mint’s website regarding cookies is as such, “We use cookie technology to keep you connected to our server and operate our shopping cart. The United States Mint does not now use cookies to store individually identifiable information or track actions over time or across non-United States Mint websites.”
F. Access to Data:
1. Who will have access to the data in the system? (e.g., users, managers, contractors, others)  Will those with access to the data have appropriate training and security clearances to handle the sensitivity of the information?
A range of end users, managers, contractors and functional and technical analysts have access to data in the Retail Sales Solution.  
Yes, all those with access to the system and its data, receive such access based on access control standards that restrict any user’s level of access to the least amount required to accomplish assigned duties.  In providing this access, role based least access principles are used that enforce the segregation of duties.

Additionally, annual Information Security awareness training is required for all system users.
2. How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?
The United States Mint Managers and System Administrators enforce access control procedures that include an access approval process, unique UserIDs, user authentication, password management and immediate removal of access for persons whose access privileges have been suspended or revoked due to a change in employment status.
Further, access to data by a user is provided in accordance with the United States Mint Information Security Policy.  The Information Systems Access Policy that establishes policy for access control of all United States Mint information technology (IT) systems in accordance with Treasury Directive Publication 85-01.  This policy has been published and distributed to appropriate personnel.

3. Will users have access to all data on the system or will the user’s access be restricted?  Explain.

Users’ access is restricted based on access control standards that restrict any user’s level of access to the least amount required to accomplish assigned duties.

4. What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by those having access?

Users’ access is restricted based on access control standards that restrict any user’s level of access to the least amount required to accomplish assigned duties.  Further, all employees and contractors are required to read and sign the IT System User Rules of Behavior which outlines the appropriate and mandatory behavior of all those using United States Mint’s Information Technology Systems.

5. Are contractors involved in the design and development of the system and will they be involved with the maintenance of the system?  If yes, were Privacy Act contract clauses inserted in their contracts and other regulatory measures addressed?
Yes, contractors are involved in the design, development, and maintenance of the system.  Yes, privacy act contract clauses and other regulatory measures were included in their contracts.  In addition, all Information Technology (IT) related contracts are subject to Information Security review(s) during the procurement process.

6. Do other systems share data or have access to the data in this system?  If yes, explain.

There are several interfaces with other systems that directly or indirectly receive access to the data in the RS2 system.  Specifically those systems (i.e., Online Catalog, Retail Order Management, Call Center, Fulfillment Center, etc.) that have been established as part of the integrated solution itself.  

In addition, there is an interface with PeopleSoft that provides data about orders, collections etc.  Additionally, the credit card processor receives data from RS2 in which to confirm credit card transactions.

7. Who will be responsible for protecting the privacy rights of the public and employees affected by the interface?

The Office of Information Security Records Management Division
8. Will other agencies share data or have access to the data in this system (Federal, State, Local, Other)?

No, other agencies will not share data or have access to the data in this system.
9. How will data be used by the other agency(s)?

N/A, the data will not be used by other agency(s).
10.  Who is responsible for assuring proper use of the data?
The system owner through the Designated Accrediting Authority (DAA), Program Official (PO), and Information Security System Officer (ISSO).
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